Abstract. Due to the rapid development of our country, the computer network is becoming more and more rapidly, the security problem of our people on the computer is more and more attention, a series of software and various types of account are required to record on the user's personal information, all accounts and a series of information about user damage or outside leakage, unnecessary trouble and damage to the user. Therefore, the protection measures and computer network information security as the key is a key task for Chinese related industries, how confidential information on the personal information of users and part of the country's secret work is now the main cause to the successful development of computer technology.
The main problems of computer technology
In recent years, the problems that have occurred in this respect have increased gradually, resulting in the destruction of our personal information and confidential information of our country. There are many factors that lead to these problems, there are criminals with professional technology intrusion of computer system, some parts of the system has not been perfect and there are still some problems, the relevant units of other countries to carry out illegal collection of network information. For example, the relevant enterprise through to people, chat, email, language information and historical records, stored information, audio information transmission, call records, photographs and other social software and method of collection and monitoring, eavesdropping on personal information, confidential information to anyone else. American government agencies do not take into account the private information of the masses, and they illegally eavesdrop and spy on others, which have seriously affected the personal information and security of the masses. No matter what they have in their purpose, this approach is very wrong, has given us life caused serious problems, not to mention who can't ensure that the user's personal information eventually in the wrong hands. There are many special hacking government agencies and some of the network system to attack the example, regardless of the network system senior department or lower departments, have been a hacker intrusion, the data not only relates to the people's interests and security, also led to the safety and benefits of affected countries. Therefore, how to do the work of network security in this area is currently one of the key issues of our concern. [2] interference, nor have they adopted some countermeasures for the emergence of ecological disasters. If computers are destroyed by natural catastrophes, the harm that we do will be very great. The structure of a computer is almost composed of some electronic equipment. It is very sensitive to the external environment, so it is easily affected by natural disasters. Look at the current computer room, not for those securities risks taking relevant countermeasures. Usually in the use of computers, often because of power failure, resulting in our collation of information or critical data is not saved, the phenomenon of loss.
Computer network information security protection strategy
Strengthen people's sense of safety protection. We are using the time of network information, will use a variety of accounts, but the criminals invade our computer is to get our account password, once the criminals invade our computer, then I will bring harm to us. In this case, we need computer users to encrypt and set some of the more complex passwords on their computer, in addition, in the process of the password, the password must be set about, we set the password for the security should be the letters and numbers and special symbols together, especially to change a password in a certain period of time, which helps to protect personal information security account. Some criminals will use to send mail, fake a legitimate company to the customer to take some mail, email reply to the customer at the time the slightest mistake will be their account and password to disclose to the criminals, bring unnecessary losses to our own, and the loss is very serious. Therefore, if you receive this kind of mail, you must not trust it and clear it up or call the corresponding customer service to confirm it so as not to cause property damage to you. [5] Install firewalls and antivirus software. This technology is a special Internet facilities, the most critical applications of this technology are to control network access between criminals, in addition, it also helps to prevent outside intrusion of computer system, and finally the protection of the computer department of operating procedures. For our computer installation technology, when it is installed, we often configure it to an antivirus software. We present the most widely used security technology is anti-virus software, this technology not only can find the presence of the virus and the virus cleared up, but also to prevent the invasion of Trojan implanted and criminals, we should pay attention to is, in the use of the software, must be the first time it updates only to enter its update to cannot update the level that can prevent the virus. When we visit some website or download something, it is easy to criminals a virus also downloaded to our computer, this time, if our computer with antivirus software, it will remind us not to download a virus.
Strengthen the management and maintenance of computer network system. A computer network environment is a kind of environment that users use when they use a computer. Users are very concerned about their security when they are using the Internet. The user in the process of utilizing the computer must own the network environment carefully verify and check if there are security risks, so we must carefully consider whether to use, only in this way can we prevent the computer were criminals or natural disasters. There is a user must often on their own computer security check protection software must often change the security, often give their computer antivirus treatment, so you can avoid important information leakage or loss. Document security and digital signature technology. If you want the security of the computer network information to be truly improved, in the actual solution of personal information will be leaked problems. Do not forget to use encryption and digital signature technology for files. According to different functions, we divide the text, encryption and digital signature techniques into the following categories: first, the transmission of information. It is used to encrypt the information in the process of transmission, and then divide it into two categories: link encryption and encryption at both ends, followed by the preservation of information. To keep the information kept secret. Its most important purpose is to prevent the loss of information during the preservation process, and finally to ensure the integrity of the information. It serves to test the transfer, storage, and extraction and processing of incoming data, which ensures that the information is not compromised during the transmission. Digital signature technology is a kind of potential safety problems are often used in our Advances in Engineering Research, volume 141 country at present a network communication in the process of elimination, in the use of this technology in the process, it can check and confirm the electronic document and can achieve the best effect of its information integrity protection, is essential. There are numerous ways of using this technology. The environment can meet the requirements for the use of a computer is very important, some companies in the use of the computer, the computer can be in line with the instructions to adjust its temperature and humidity, achieve the best use of the state. In addition, in the face of natural disasters, on their own internal computers can encrypt the data information, there is a computer when a sudden power outage can save the file, so as to avoid the phenomenon of information loss, thus protecting important information is not our loss is very favorable to us.
Concluding remarks
Because our country's level of economic development is relatively fast, our life has become increasingly dependent on network technology, but in between there are many security risks, how to solve these security risks is one of the things we value most now. Almost all of the computer network data is public, and when we use computers, there are always some security risks. Even now there are a variety of anti-virus software and protection of data network software, but only the general protection technology for network security protection is not common, can eradicate the problem of network security. Therefore, the study of computer network security risks and the exploration of its measures is very critical, and it plays an important role in the development of computer in our country.
